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HNudopmanmonnas 6€30MacHOCTh — 3alUIIEHHOCTh HH(OPMAIIUU 1
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NOJIb30BaTENSIM UH(GOpMAITUH.
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ITucemo ot 14 masg 2018 roma Ne 08-1184 MunucrepcTsa 0Opa3oBaHUsI U HAYKU
Poccutickoit @enepannu «O HampaBieHUH HHOOPMAIIAN)

MeTtoaudeckue MaTepuaibl JUIs oOecrieueHus I/IHd)ODMElI.[PIOHHOﬁ 0Ee30I1aCHOCTH
JIeTel IPU MCII0JIL30BAaHUU PECYPCOB ceT MIHTEepHeT

(ITuceMo MuHUCTEpPCTBA 0Opa3oBaHus 1 HaVKK Poccuiickon Denepanmu ot
28.04.2014 No J1J1-115/03)

be3onacHble TeTCKHUE CallThI

1.ITamsaTka i ooyyaroumxcss 00 nHOOPMAITMOHHOW 0€30ITaCHOCTH JIETEN

HEJIb34

1. Bcewm mogpsiz cooOmiaTh CBOIO YaCTHYIO HHGOpPMAITHIO (HACTOSIIINE UMS,
(dhammnuro, TenedoH, aapec, HoMEp IIKOJIBI, a Takke GoTtorpaduu cBoH, CBOCH
CEMBHU U JIpy3ei);

2. OTKpBIBaTh BIIOKCHHBIC (haliyIbl AJICKTPOHHOM MOYTHI, KOT/Ia HE 3HACIIIb
OTIIPABUTEJIS;
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3. I'pyOouTs, mpuaMpaThCS, OKA3bIBATh JABJICHUE — BECTH CE0S HEBEKIIMBO H
arpeccuBHO;

4. He pacniopspkaiicst IeHbraMu TBOGH ceMbH 0€3 pa3peleHus CTapinx —
BCErJa CIpalivBanl poIUTENEH;

5. He BcTpeuaiicst ¢ MHHTEpHET-3HAKOMBIMH B PEAIbHOM )KM3HU — MTOCOBETYMCS CO
B3POCIIBIM, KOTOPOMY JOBEPSCIIIb.

OCTOPOXHO

1. He Bce numyt npasay. Uuraems o cebe HenpaBay B MHTepHETE — cOOO0IIH 00
3TOM CBOUM POJIUTENISIM WU OTICKYHaM;

2. llpurnamaroT nepenuchiBaThCs, UTPaTh, 0OMEHUBATHCS — MPOBEPH, HET JIU
HO/JBOXaA;

3. HezakonHoe konupoBanue QaiiioB B UHTepHETE — BOPOBCTRO;
4. Bcerna paccka3biBail B3pOCIbIM O MPOOIeMax B CETH — OHU BCET/1a IOMOTYT;
5. Ucnonw3yii HacTpoiKku 0€30MaCHOCTU U MIPUBATHOCTH, YTOOBI HE MOTEPATH
CBOM aKKayHTBI B COIICETSX U APYTUX MOpTaiax.
MOXHO
1. VBaxaii qpyrux noJib30BaTeseH;
2. Tlonwp3yenibCcsi MHTEPHET-UCTOYHUKOM — JIeJIail CChIIIKY Ha HETO;
3. OTKpBIBail TOJIBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;
4. OO1arhkcs 3a MOMOIIBIO B3POCIIBIM — POJUTENH, OMIEKYHBI U aIMUHUCTpAIUs

CalTOB BCErJla IOMOT'YT;
5. Ilpoiiau oOyuenue Ha caiite «CETEBUYOK» U MOIYYH MACTIOPT LUPPOBOTO
rpaxkaaHuHa!

2.MadopmarimonHasi naMsITKa JUId 00yYaroIMxcs Ul pa3MeleHnsI Ha 0UIIHATbHBIX
HHTEPHET-pecypcax

C KaXIpIM r0oJI0M MOJIOZIC)KH B VIHTepHETE CTAHOBUTHCS OOJIBIIE, a TITKOJIEHUKHU OJTHU
W3 caMbIX aKTHBHBIX TOJIb3oBaTeNeld PyHera. Mexy TeM, TOMHUMO OIpOMHOTO
KOJIMYECTBa BO3MOXKHOCTeH, IHTepHET HeceT u mpoOsIeMbl. DTa maMsaTKa JI0JDKHA
IMOMOYb TeOe OS30I1aCHO HaXOIUTHCS B CETH.

KoMibroTepHbIe BUPYCHI

KommnbroTepHbIil BUPYC — 3TO pa3HOBUIHOCTb KOMIIBIOTEPHBIX IIPOTPaMM,
OTIUYUTENHbHON 0COOCHHOCTHIO KOTOPOU SIBJISETCA CIIOCOOHOCTH K pa3MHOKEHHUIO. B
JOTIOJIHEHUE K TOMY, BUPYCHI MOT'YT ITIOBPEIUTh MJIU ITOJTHOCTHI0 YHUUYTOXKHUTDH BCE
(aiiibl U JaHHbBIE, TOJIKOHTPOJIbHBIE MOIH30BATENI0, OT UMEHU KOTOPOro Obljia
3amyIieHa 3apaXEHHAs IPOrpaMMa, a TAKKE MOBPEAUTD WIIN 1aK€ YHUYTOKUTh
OTIEpAIMOHHYIO CUCTEMY CO BceMH (pailiiamu B 11iesioM. B 6obImnHCTBE ciiydaeB
pacnpoOCTPaHsOTCA BUPYCHI uepe3 HTepHET.

Metoibl 3a1IUTEI OT BPEAOHOCHBIX IIPOTPaMM:



1. Vcnons3yit cOBpeMeHHBIE ONEPAIMOHHBIE CUCTEMBI, UMEIOIINE CEPhEZHBIN
YPOBEHB 3AIIUTHI OT BPEAOHOCHBIX MPOrpamMM;

2. TlocrostHHO ycTaHaBiIMBai mouTH (IIMGPOBBIE 3aIIATKU, KOTOPHIE
ABTOMATHYECKH YCTAaHABIMBAIOTCS C LIETBI0 JOPAOOTKHU MPOTPAMMBI) U IPYTHE
OOHOBIICHHSI CBOCH OTepariMOHHON cucTeMbl. CkaunBai WX TOJBKO C
odunmanbHoro cairta pazpadorunka OC. Ecnu cymecTByeT pexxum
aBTOMATHYECKOT0 OOHOBIICHHS, BKIIIOYH €T0;

3. Paloraii Ha cBOeM KOMIIBIOTEpE TIOJT TpaBaMu MOJIb30BaTENs, a HE
aIMUHUCTPATOPA. DTO HE MO3BOJMUT OOJIBIIMHCTBY BPEIOHOCHBIX TPOTrpPaMM
MHCTaJUIMPOBATHCS HA TBOEM MEPCOHATIBHOM KOMIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE MPOTPAMMHBIE TPOIYKTHI U3BECTHBIX

MIPOM3BOIUTENCH, C aBTOMAaTHYECKUM OOHOBIICHUEM 0a3;

Orpanndb GU3HUECKHUI TOCTYI K KOMIBIOTEPY YIS TOCTOPOHHUX JIUIL;

6. Vcnonw3yii BHENTHUE HOCUTETU HHPOPMAILINH, TAKUE KaK (DIeIIKa, JUCK HIIN
daitn u3 IHTepHETa, TOTHKO U3 TPOBEPEHHBIX HCTOYHHKOB,;

7. He oTkpbIBaii KOMIBIOTEPHBIC (DAiIIbI, MOTYYEHHBIC U3 HEHAAEKHBIX
UCTOYHUKOB. Jlaxke Te (haiiiibl, KOTOphIE MPUCTAN TBOM 3HAKOMBIH. Jlydriie
YTOUYHU Yy HEro, OTHPABJISUI JIM OH TeOe uX.

o1

Cetu WI-FI

Wi-Fi — 310 He BuJ epeiaun JaHHBIX, HE TEXHOJIOTHS, & BCETO JIUIIL OPEeH]I, MapKa.
Eme B 1991 rony Huaepnanackas koMmmnanus 3apeructpuponaia opens « WECAy, uro
o0o3nHauano cioocouetanue « WirelessFidelity», koTopblii mepeBoIMTCS Kak
«0ecrpoBOIHAs! TOUHOCTbY.

Jlo Hamiero BpeMeHu Aouuia apyras abopeBuarypa, Kotopas sBISIETCS] TAKOHU ke
TexHoJsioruei. 3to abopesuatypa « Wi-Fi». Takoe Ha3BaHue ObLIO TaHO C HAMEKOM Ha
CTaHJapT BeIcIIni 3ByKoBoi TexHuku Hi-Fi, uTo B mepeBosie 03HaUaeT «BhICOKAs
TOYHOCTB).

Jla, GecruraTHBIN MHTEPHET-IO0CTYI B Kade, OTEISIX U adpONopTax SBISIETCS OTIUIHON
BO3MOXXHOCTBIO BbIX0/1a B UHTepHET. HO MHOTHE SKCIIEpThI CUNTAIOT, YTO
obmenoctynabsie WiFiceTu He sSBISIOTCS 0€30MacHBIMHU.

CoBeTsl 110 O€30MaCHOCTH paboTe B 00MIEAOCTYIHBIX ceTsax Wi-fi:

1. He nepenasaii cBoto tnuHyto uHpopmanuio yepes odmenoctynusie Wi-FiceTu.
Pabotast B HUX, JKeNaTeIbHO HE BBOJUTH MAPOJIH JIOCTYIA, JOTUHBI U KAKUE-TO
HOMeEpa;

2. Vcnonb3yit 1 OOHOBIISII aHTUBUPYCHBIE IPOTpaMMBbI U OpaHaMaysp. Tem
caMbIM ThbI 00€30Macuilb ce0s OT 3aKauKl BUPyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonb3zoBanuu Wi-Fiotkmoun Qynkiuio «O0muit qoctyn K daiaam u
npuHtepam». [lanHas QyHKIMS 3aKphITa [0 YMOIYAHUIO, OJHAKO HEKOTOPHIE
MOJIb30BATENN aKTUBUPYIOT €€ i yA00CTBA UCIOJIB30BAHMS B pabOTe WU
yue0e;

4. He ucnonbs3yii nyonuunsiii WI-Flans nepenaun TMYHBIX JaHHBIX, HAIPUMED,
JUIA BBIXO/JIA B COLIMAJIBHBIE CETH UM B DJIEKTPOHHYIO TIOUTY;



5. Hcmonw3yii Tonpko 3amumierHoe coennaenne uepe3 HTTPS, a ue HTTP, T.e.
pu Habope BeO-ampeca BBOAM UMEHHO «https://»;

6. B mobunsHOM Tenedone otkmoun Qynkmuio «lloakmouenue k Wi-
FiaBromaTnueckm». He momyckail aBTOMaTHIECKOTO IMOIKIIOUYCHHS YCTPOHCTBA
K ceTsiMm Wi-FibGe3 TBoero coriacus.

ComnmanbHBIE CETH

ConpanbHbBIC CETH aKTUBHO BXOAT B HAIy )KM3Hb, MHOTHE JTFOJIA PA0OTAIOT U )KUBYT
TaM TMOCTOSTHHO, a B Facebooky»e 3apeructpupoBan MuIHapa 4e€I0BEK, YTO
SIBISIETCSI OJJHOM CeAbMOM BCEX JKUTEJIEH TUTIaHeThl. MHOTHE MOJbh30BaTe/IN HE
MOHUMAIOT, YTO HH(MOpMAIIHs, pa3MEIISHHAs] MU B COITMATIbHBIX CETSIX, MOXKET OBITH
HalJIeHa ¥ UCII0JIb30BaHa KeM YroJHO, B TOM YHUCJIE HE 00s3aTeIbHO C OJIaruMu
HAMEPCHUSAMHU.

OcCHOBHBIE COBETHI 110 0E30ITACHOCTHA B COLUAIBHBIX CETAX:

1. OrpaHuub CIIUCOK Apy3eil. Y TeOs B APY3bAX HE JOJDKHO OBITh CITYYAHBIX U
HE3HAKOMBIX JIIOJIEH;

2. 3amuiiail CBO YacTHYIO kKM3Hb. He yka3biBail maponu, TenedoHsl, ajapeca,
JaTy TBOETO POXKJCHUS U IPYTYIO JTUYHYIO0 HHPOPMALIUIO. 3II0YMBIIUICHHUKH
MOTYT UCIIOJIb30BaTh Ja)kKe€ UH(POPMAITUIO O TOM, KaK Thl U TBOU POJAUTENIN
IJIaHUPYETE MPOBECTU KAaHUKYJIBI;

3. 3ammuimiai cBOIO penyTaruio — JIEpKU €€ B YUCTOTE U 3a7aBaii cebe BOmpoc:
XO0TeJ OBl ThI, YTOOBI APYTHUE MOJIB30BATEIN BUJIEIH, UTO ThI 3arpyxKaeuib?
[Togymaii, mpexxie 4eM 4TO-TO ONyOJIMKOBATh, HAIMUCATH U 3aTrPY3UTh;

4. Ecnu Thl TOBOPHIIIH C JIFOAbMHU, KOTOPBIX HE 3HAEIIb, HE UCIIOJIb3Yil CBOE
peagbHOe UMS U JPYTYIO JTUYHYIO0 HHPOPMAIIUU: UMS, MECTO KUTEIHCTBA,
MECTO yueObl U MpOYEE;

5. U3b6eraii pasmenienus pororpaduit B UntepHeTe, riae Thl U300paXkeH Ha
MECTHOCTH, TI0 KOTOPOH MOXHO OIpPEIETUTh TBOE MECTOIOJIOKEHHUE;

6. Ilpu peructpanuu B COMAIBLHON CETH HEOOXOMMO HUCIIOIH30BAThH CIIOKHBIC
napoJju, COCToAIINE U3 OYKB U HU(P U C KOJTUYECTBOM 3HAKOB HE MEHee §;

7. Jlyist couManbHOM CETH, MOYTHI U IPYTUX CAUTOB HEOOXOIUMO HUCTIOIB30BaTh
pasHble naponu. Toraa eciu Te€0si B3IOMAIOT, TO 3I0YMBIIUIEHHUKH MOJTy4daT
JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

DJIEKTPOHHBIE JCHBIHU

DNEeKTPOHHBIE JEHBI'H — ATO OYEHb YJO0OHBIN CIIOCO0 IIATEKEH, OTHAKO
CYIIECTBYIOT MOIIICHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH JICHBTH.

9J'I€KTpOHHBIe JACHBI'N ITOABUJINCH COBCCM HCJABHO 1 HMMCHHO HN3-3a 3TOI'O BO MHOT'HX
rocyaapcrBax a0 CUX IIOP HEC IIPOIIHCAHO IMPO HUX B 3aKOHAX.

B Poccuu xe oHr QyHKIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, TJe X
pa3AesIOT HA HECKOJIBKO BUJIOB — AHOHMMHBIC U HE aHOHMMHBIE. Pa3Huia B ToM,
YTO aHOHMMHbBIE — 3TO T€, B KOTOPBIX pa3peliaeTcs NpoBOAUTh Onepanuu 0e3



UICHTH(UKALIUH ITOJIH30BATEIIS, & B HCAHOHUMHBIX MIACHTHU(UKAIIMH ITOIh30BATENS
SABJIIETCS 00s13aTEIHLHOM.

Taxoke cremyeT pa3udarh dJIeKTPOHHbBIE (praTHBIC NEHBTH (PaBHBI TOCYIAPCTBEHHBIM
BaJIIOTaM) | 3JICKTPOHHBIC He(puaTHBIC ACHBIH (HE paBHBI TOCYIAPCTBCHHBIM
BAJIIOTaM).

OcHoBHBIE COBETHI 110 6€30MacHON PabOTe C MEKTPOHHBIMU JIEHBIAMH:

1. TIpuBsxu K cueTy MOOMIBHBIN TeNe(POH. DTO CaMbI YAOOHBIN U OBICTPHIIA
CIoco0 BOCCTaHOBUTD JOCTYII K c4eTy. [IpuBs3aHHbBIN TeIePOH MOMOKET, €CIIH
3a0yAellb CBOM TUIATEKHBIN MapOJIb WU 3alIeITh Ha CAUT C HE3HAKOMOTO
YCTPOMCTBA;

2. Hcrnonw3yit ogqHOpa3zoBwIe mapoid. [locie mepexona Ha YCUIICHHYIO
aBTOpU3AIINIO TeOE yKe He OyAeT yrpokaTh OMAaCHOCTh KPayKU WIIH MepexBaTa
IJIaTEKHOTO MapoJs;

3. Bribepu cioxHbIif mapoiib. [IpecTynHrkam OyaeT He MPOCTO yraaaTh CIOKHBIN
napoJib. HajexHeie mapoiiu — 3TO MapoJid, KOTOphIE coJiepKaT HE MeHee 8
3HAKOB M BKJIFOYAIOT B C€0s1 CTPOYHBIC U POIMHUCHBIE OYKBBI, ITUPPHI U
HECKOJIbKO CUMBOJIOB, TaAKME KaK 3HaK JloJuiapa, (yHTa, BOCKJIMIATEIbHBIN
3Hak u T.1. Hampumep, StROng!;;

4. He BBOAM CBOM JIMYHBIC JJAHHBIC HA CaliTax, KOTOPHIM HE IOBEPSEIIb.

DNeKTpOHHAs MoYTa

DNEeKTPOHHAs M0YTa — 3TO TEXHOJIOTHS U MPEJOCTABIIAEMbIE €0 YCIYTH 110
NEPECHUIKE U MOJYYEHHUIO 3JIEKTPOHHBIX COOOIEHUM, KOTOPBIE pacIpeestoTCs B
KOMIBIOTEpHOU ceT. OOBIYHO JIE€KTPOHHBIN MOYTOBBIH SIIIKK BBITJISIAUT
CJIEeIyIOIIMM 00pa3oM: UMs_TOJIb30BaTeIsI(@UMs_JTOMEeHa. Takke KpoMe nepeadu
IPOCTOrO TEKCTAa, UMEETCSI BO3MOKHOCTh IIEPEIaBaTh (pailsibl.

OcHoBHBIE COBETHI IO 0€30MacHOM paboTe ¢ ANEKTPOHHOUN MOYTOM:

1. Hano BeIOpaTh npaBMIbHBIN NOUYTOBBIN cepBUC. B UHTEepHETE €cTh OrpOMHBIIA
BbIOOpP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JYUIIe T0BEPSATh TEM, KOTO
3HACLIb U KTO NIEPBbIA B PCUTHHIE;

2. He ykaspiBail B 1MUHOM nouTe nuuyHy0 nHpopmanuio. Hanpumep, nydine
BbIOpaTh «MY3bIKAJIbHBIN _(paHaT@» unu «pok2013» BmecTo «temal3»;

3. Hcnonp3yii IByX3TaNHYyI0 aBTOPU3AINIO. ITO KOT1a TOMUMO MapoJsi HYy>KHO
BBOJIMTH KOJI, MPUChLIaEMbIil 10 SMS;

4. BwiOepu CI0XKHBIN MTApOIIh. J{JIs1 KaXKI0T0 MOYTOBOTO AMIUKA JOJKEH OBITH
CBOW HAJIC)KHBIN, YCTOMYUBBIN K B3JIOMY IIapOJIb;

5. Ecam ecTh BO3BMOXKHOCTD HamucaTh CAMOMY CBOMW JIMYHBIM BOTIPOC, UCTIONB3YH
3Ty BO3MOXHOCTb;

6. Vcnonp3yit HECKOIBKO MOYTOBBIX SIIUKOB. [IepBbIi ISl 4aCTHOM MEPENUCKH C
azpecaramMu, KOTOPBIM Thl JOBEPSIENIb. ITO 3JIIEKTPOHHBIN aJIpeEC HE HAJI0
UCIIOJIb30BATh MPHU PETUCTPALINU Ha PopymMax U calTax;

/. He oTkpsiBaii ¢aitiibl U Apyrue BIOXKEHHsS B MIUChMaxX Jake €ClIi OHU MPUIILIN
OT TBOMX Jipy3eil. JIyuie yrounu y HUX, OTIPABIISIN JIM OHU TeOe AT (ailiibl;



8. Ilocne oxonuaHus pabOTHI HA IOYTOBOM CEPBUCE TIEPE]T 3aKPHITUEM BKIIAJIKH C
caiToMm He 3a0yap HaXaTh Ha «BBIATIY.

KubepOynnuHr i BUPTyalIbHOE U3EBATEIHCTBO

KubepOymmuHr — mpecienoBaHue COOOIMEHUIMH, COACPIKAIUME OCKOPOICHUS,
arpeccHIo, 3alyTHBaHUE; XYJIUTaHCTBO; COIMAILHOEC OOWKOTUPOBAHUE C TTOMOIILIO
Pa3IUYHBIX HHTEPHET-CEPBHCOB.

OcHoBHBIE COBETHI 110 OOPHOE ¢ KHOESPOYIITHHTOM:

1. He Gpocaiics B 60ii. JIyummmii cmoco6: mocoBeTOBaTHCS Kak ceOst BECTH U, €CIH
HET TOr0, K KOMY MOXHO 0OpaTUThCS, TO BHaUaje YCIOKOUThCS. Eciu Th
HAYHEIIb OTBEYaTh OCKOPOJIECHUSIMHU HAa OCKOPOJICHHS, TO TOJIBKO eIie Oobiie
Pa3oXOKeITb KOHMIUKT;

VYpagnsii cBoell Kubeppenyraumei;

3. AHOHMMHOCTH B ceTd MHUMas. CyIIECTBYIOT CIIOCOOBI BBIICHUTH, KTO CTOUT 32
AHOHUMHBIM aKKayHTOM;

4. He cTout BecTu XyJuraHckuil o0pa3 BUpTyasIbHOM ku3HU. IHTEpHET

(GuKCUpyeT Bce TBOM ICHCTBUS U COXpaHseT UX. Y JaluTh UX OyJeT KpaiiHe

3aTpyAHUTEIBHO;

Coburoiait cBOM BUPTYaIbHYIO YE€CTh CMOJIOAY;

6. UrHopupyii enuHr4HbIN HeratuB. OJHOPa30BbIe OCKOPOUTENBbHBIE COOOIICHUS
Aydiie urHopupoBaTh. OOBIYHO arpeccus NpeKpalaeTcs Ha HayalbHOU
CTa/Iuy;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOILIEHUSIMHU, B
COLIMATIBHBIX CETSAX €CTh BO3MOKHOCThH OJIOKMPOBKU OTIPABKU COOOIIEHUI €
OIPEJICIIEHHBIX aJIPECOB;

8. Ecnu 11 cBUneTENb KUOEpOyuiiHra. TBOM NEWCTBUS: BRICTYIIHTH IPOTUB
npecieoBaTess, I0Ka3aTh €My, UTO €ro AeUCTBUS OLIEHUBAIOTCS HETATUBHO,
HOJIEPKATh KEPTBY, KOTOPOU HYX HA IICUXOJIOTrHYecKasi HOMOLIb, COOOIINUTD
B3pOCJIBIM O (PAKTE arpeCCUBHOTO OBEACHHUS B CETH.

N

o

MoOunbHBII TenedoH

CoBpemeHHble cMapTHOHBI U TUTAHILIETHI COAEPKAT B ce0€ BIOJIHE B3POCIbIN
(GyHKIMOHAI, U TeNepb OHU MOTYT KOHKYPUPOBAaTh CO CTallMOHAPHBIMU
KoMIbloTepaMu. OHAKO, CPEJCTB 3aLIUTHI 151 HOJOOHBIX YCTPONUCTB MTOKA OUYEHb
Maii0. TecTupoBaHUE U MOUCK YSI3BUMOCTEN B HUX IPOUCXOIUT HE TAK UHTEHCUBHO,
kak a7 [1K, To sxe camoe kacaeTcsi 1 MOOMJIBHBIX MTPHIIOKEHHIA.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPAKTUUECKH JIOTHAU HACTOJIbHBIC
aHAJIOTH, OJIHAKO pacuIMpeHue (PyHKIMOHaa BIeUeT 32 COO0N OOJIBUIYIO CIIOKHOCTh
Y MEHBUIYIO 3aIIHUIIEHHOCTb.

I[EU'IGKO HC BCC ITPOMU3BOAUTCIIN BBIITYCKAKOT O6HOBH€HI/I$I, 3aKpPbIBArOIIKUC
KPUTHUYCCKHUC YA3BUMOCTH AJIsSI CBOUX YCTpOﬁCTB.

OcHoBHBIE COBETHI JIsl 6€301MaCHOCTH MOOUIILHOTO TenedoHa:



1. Hwuuero He siBNsieTCS MO-HACTOALIEMY OeCIUIaTHBIM. byb OCTOpOkKeH, BeIb
Korja Tede mpe/yiaraloT OecIIaTHBI KOHTEHT, B HEM MOT'YT OBITh CKPBITHI
KaKHe-TO TUIATHBIE YCIYTH;

2. Jlymaii, mpex e yeM oTnpaButh SMS, ¢poto miu Buaeo. Trl TOUHO 3HACHID, TE

OHM OyAyT B KOHEYHOM UTOTE?

Heob6xoanmo 0OHOBISATE OMEPAIMOHHYIO CUCTEMY TBOETO cCMapTQoHa;

Hcnonb3yii aHTUBUPYCHBIE TTPOTPAMMBI ISl MOOMIJIBHBIX TeNe(hOHOB;

He 3arpy>xail npuyioxeHus OT HEM3BECTHOIO UCTOYHUKA, BEJIb OHU MOTYT

coJiepaTh BPEJOHOCHOE MPOrpaMMHOE 00ecTieueHue;

6. Ilocne Toro Kak ThI BRIMJCIIB C CaifTa, TJI€ BBOIMII JIMUYHYIO HH(OpMAIIHIO,
3aiIM B HACTPOMKHU Opay3epa u yaanu cookies;

7. Ilepmoanuecku MpoBepsid Kakue MIATHBIE YCIYTH aKTUBUPOBAHbBI HA TBOEM
HOMeEpe;

8. JlaBaii cBOif HOMEp MOOMIBHOTO TeJedOHa TOIBKO JIFOASIM, KOTOPBIX ThI
3Haellb U KOMY JOBEpSICIlIb;

9. BluetoothgomkeH ObITh BBIKJIFOUEH, KOTa Thl UM HE MOJb3yenibes. He
3a0bIBaii HHOTAa MPOBEPSITH ITO.

ok ow

Online-urpst

COBpeMeHHI)Ie OHJIafIH-I/IFpLI — 9TO KPaCOYHBIC, 3aXBATbIBAIOIINUC PA3BJICUCHUA,
O6’b€I{I/IH}IIOHlI/IC COTHHU TBICAY YCJIOBCK I10 BCCMY MHUDY. I/IFpOKI/I HCCIICOYIOT I[aHHBIﬁ
UM MHUD, O6IHaIOTC}I ApPYyr € ApYyroM, BBIITIOJIHAIOT 3aldHUA, CPAKAOTCA C MOHCTPAMU U
ITOJIYHarOT OIIBIT. 3a YAOBOJILCTBHUC OHU IJIATAT: IMOKYIAKOT AUCK, OINIAYUBAIOT
aOOHEMEHT UJIH an06peTa10T KaKHC-TO OIIIHH.

Bce atu cpenctBa uayT Ha NOAJIEP)KAHUE U PA3BUTHE UTPBI, @ TAKXKE HA cCaMy
0€30MMaCHOCTh: COBEPILIEHCTBYIOTCS CUCTEMbI aBTOPU3AIINH, BHIITYCKAIOTCSI HOBBIE
naTuu (U poBbIe 3aMIATKU ISl IPOTPaMM), 3aKphIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,I[O6HI>IX HUrpax CTOUT OI1aCaTbCsa HE CTOJIBKO CBOHUX COIICPHUKOB, CKOJIBKO KPaKu
TBOCTO ITapoJisi, HA KOTOPOM OCHOBaHa CUCTCMaA aBTOpU3aAlINHU OONBIIMHCTBA Hrp.

OCHOBHBIE COBETHI 110 0€30ITACHOCTH TBOETO HUI'PpOBOT'O AKKayHTa:

1. Ecnu npyroit urpok BeaeT ceds MIoXo Uin co3aaeT Tede HeMpUsITHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. lMoxanyncsa agMuHUCcTpaTopam Urpbl Ha NMoxoe NoBegeHne 3Toro

Urpoka, XenartenbHO NPUNOXUTb KakMe-TO JoKa3aTeNbCcTBa B BUae

CKPWHOB;

He ykasbiBan nuyHyo nHopmMaumio B npodganne urpsol,

YBaxaun gpyrmx y4acTHUKOB MO Urpe;

He ycTtaHaBnvBan HeodmuuanbHblie naTyv 1 Moabl;

cnonb3yn CroXHbie 1 pasHble naponu,

[axe BO BpeMsa Urpbl He CTOUT OTKINOYaTb aHTUBMPYC. [1oka Tbl

urpaellb, TBOM KOMMbIOTEP MOTYT 3apasnTb.

NOo kW

OUILIMHI Unm Kpax>xXa JIMYHbIX AaHHbIX



OOBIUHOM Kpakel JIeHeT U IOKYMEHTOB CEeTOJIHS YK€ HUKOTO HE YIUBUIIIb, HO C pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 3JI0YMBIIUICHHUKU [IEPEMECTUINCH B VIHTEpHET, U POA0IKAIOT
3aHUMATBCS WTIOOMMBIMY JETIOM.

Tax mosiBMIIack HOBas yrpo3a: HHTePHeT-MOIIEHHUYeCTBA WU (PUILIMHT, TTIaBHAS LIEJb
KOTOPOT'O COCTOUT B MOJyYCHUN KOH(PHUICHIINATBHBIX TaHHBIX MOJIb30BATEICH — JIOTHHOB H
naposiei. Ha anrnmiickom si3pike phishingunraercs kak ¢umuar (ot fishing— priOHas 1087,
password— mapoJin).

OcHoBHbIE coBeThI N0 0opbOe ¢ GUIINHIOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu ThI 110103peBaeliib, 4TO TBOS aHKETa Oblja B3JI0MaHa,
TO HEOOXO0IMMO 3a0JIOKUPOBATH €€ U COOOIIUTH aIMUHUCTPAaTOpaM pecypca 00 ITOM Kak
MO>KHO CKOPEE;

2. Hcnonw3yii 6e30macHbie BeO-CalThI, B TOM YHCIIE, HHTEPHET-Mara3nHOB M MMOMCKOBBIX
CHUCTEM;

3. Hcnonw3yii cliokHBIE U pa3HbIe Taposii. Takum 00pa3om, eciii Te0sl BIIIOMArOT, TO
3JI0YMBIIIJIEHHUKHU TOJIY4aT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPO(UIIIO B CETH, a HE KO
BCEM;

4. Ecnu Tebst B3MOMaH, TO HEOOXO0IUMO MPEIYIPETUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIC

N00aBJICHBI y T€OS B IPY3bSIX, O TOM, YTO T€Os B3JIOMAJIH U, BO3MOXHO, OT TBOETO UMEHU

OyZeT paccbulaThbCs CliaM U CChUIKM Ha (PUILIMHTOBBIE CANTHI;

Ycranosu HanexHbIi naposib (PIN) Ha MOOMIIBHEIN TenedoH;

OTkir04M coXpaHeHHe MapoJisi B Opaysepe;

7. He oTkpsiBail ¢ailsbl U Ipyrue BIOKEHUS B MMCbMAX JJaXKe €CJIU OHU IPUILIN OT TBOUX
npysei. Jlydie yrouHu y HUX, OTIIPABIISUIN JIM OHU TeOe 3TU (paiiibl.

oo

[ludposas pemyrarus

Hudposas penyranus — 3T0 HETaTUBHAS WJIM O3UTUBHASI UHQOPMALIUS B CETH O Tebe.
Kommnpomerupytomias ungopmanusi, pazmenieHHas B IHTepHeTe MOKET cepbe3HbIM 00pa3oM
OTpPa3UThCS Ha TBOEH pealibHOM sku3HU. «LludpoBas pemyTamus» — 3T0 TBOH UMUK, KOTOPHIH
dhopmupyercs u3 uHbopmanuu o Teoe B IHTepHeTe.

TBoe mecTo KUTCIILCTBA, y‘IC6BI, TBOC (1)I/IHaHCOBO€ IIOJIOXKCHHUC, 0COOEHHOCTH XapaxkTtepa u
PpacCKasbl O OJIM3KHX — BCE 3TO HAKAIIMBAETCS B CETH.

MHorue nopoCcTKH JETKOMBICIEHHO OTHOCSITCS K ITYyOMUKAIllMU JTMYHON nHpopManuu B
WuTepHere, HE MOHUMAas BO3MOXKHBIX NocaeACcTBUN. Thl Jaske HE CMOXKEIIb JOTaAaThCs O TOM,
yT0 (hoTorpadus, pasmelieHHas 5 1eT Ha3ajl, cTaja IPUYUHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommeHnTapuu, pazmenienue TBoux ¢ororpaduit u pyrue JeiMcTBUs MOTYT HE HCUE3HYTh JTaXKe
MOCJIe TOTO, KaK ThI UX yJalullb. Thl HE 3HAaelIb, KTO COXpaHWII 3Ty HHPOPMaIIKIO, TIoTasa JIu
OHa B MMOMCKOBBIE CUCTEMbI M COXPAHUJIACh JIM OHA, a TJIABHOE: UTO MOAYMAIOT O Tede
OKpYy>Karolllee JIF0JJ1, KOTOpble HAWIYT U yBUIAT 3T0. HailTn mHpOpMannio MHOTo JIeT CIycTs
CMOXeT JI000M - KaK U3 100pbIX MOOYXKIEHUH, TaKk U ¢ HAMEPEHUEM MPUYHHUTH Bpea. ITO
MOJKET OBITh KTO YI'OJTHO.

OcHoBHbBIE COBeTHI IO 3ammTe HUGPOBOI penyTanum:

1. Tlomymaii, mpex/e 4eM 4TO-TO MyOIMKOBATh U MepeiaBaTh y ceds B 6Jore Win B
COIIMAIBHOM CETH;

2. B nHactpoiikax nmpodumst yCTaHOBH OrpaHUYECHHS HA TIPOCMOTP TBOETO MPOMUIIS U €ro
COAEPKUMOTO, CIIETAN €r0 TOJBKO «JUIS APY3EN»;

3. He pa3meniaii u He yka3biBail HHPOpMAIHIO, KOTOPAsk MOKET KOTO-THO0 OCKOPOISITH UITN
00MXKAaTh.



ABTOpCKOE MMpaBo

CoBpeMeHHbIE IIKOJIFHUKN — aKTUBHBIE TI0JIH30BATENN IIUPPOBOTro mpocTpancTBa. OaHaKko
JIaJIeKO HE BCE 3HAIOT, YTO MOJIb30BaHWE MHOTMMHU BO3MOXKHOCTSIMH LIU(POBOTO MUpa TpedyeT
COOJIIOJICHNS MTPAB HA MHTEIJICKTYAbHYIO COOCTBEHHOCTD.

TepMuH «MHTEIEKTyallbHAsl COOCTBEHHOCTH)» OTHOCUTCS K Pa3JIM4YHbIM TBOPEHUSIM
YeJI0BEYECKOT0 yMa, HauMHasi C HOBBIX U300pETEHNH U 3HaKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha MPOJIYKTHI U YCIIYTH, ¥ 3aKaHYUBasi KHUramu, potorpadusaMu, KHHOPUIBEMaMH U
MY3bIKQJIbHBIMU [IPOU3BEACHUSIMMU.

ABTOpCKHe paBa — 3TO [1paBa Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha POU3BEACHUS
HayKH, JTUTEPaTyphl U UCKycCTBA. ABTOPCKHUE MpaBa BHICTYNAIOT B KAYECTBE FapaHTUU TOTO, YTO
MHTEJJIEKTYaJIbHBII/TBOPUECKHUM TPy aBTOpa HE OyAET HallpacHbIM, JaCT €My CIpaBeINBbIE
BO3MOXHOCTH 3apa00TaTh Ha Pe3y/IbTaTax CBOErO TPYAA, OJIYUYUTh U3BECTHOCTh U NMIPU3HAHUE.
Hukro 6e3 pa3pernienust aBTopa He MOXKET BOCIIPOM3BOIUTH €T0 MPOU3BEAECHUE, PACIIPOCTPAHSITh,
yOJIMYHO IEMOHCTPUPOBATh, IPOAABATh, UMIOPTUPOBATH, ITYCKATh B MIPOKAT, MyOJIUIHO
UCIIOJIHATH, IOKAa3bIBaTh/UCIIONHATD B 3(upe Ui pazMmeniatsh B MIHTepHeTe.

Hcnonb3oBaHne «UpaTCKOro» MPOrpaMMHOTO 00eCTIeYeH s MOYKET MPUBECTH K MHOTUM
pHUCKaM: OT MOTEPHU AAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKHU TBOETO YCTPOMCTBa, I'/ie
YCTaHOBJICHHBIN He JierajibHas nporpamma. He ctout takke 3a0bIBaTh, 4TO CYIIECTBYET
JerajgpHble U OecIIaTHbIE IPOTPAaMMBbl, KOTOPbIE MOKHO HAWTH B CETH.

3.ITamsaTka Ut poauTesei 00 mHbDOPMAIIMOHHON 0€30ITaCHOCTH JIETEN

Omnpenenenue TepMruHa «MHGOPMAITHOHHAS 0€30MMaCHOCTD JeTei» conepkutcs B depepaibHOM
3akoHe Ne 436-D3 «O 3ammre nereid oT HHGOPMAIUH, TPUIUHSIONEH BpE] MX 3I0POBBIO U
Pa3BUTHIO», PETYIHPYIOIIMM OTHOLIEHUS, CBSI3aHHbIE C 3aIIUTOM eTeil OT nHpopMaIuH,
MIPUYMHSAIONIEH Bpel UX 310pOBbI0 U (1K) pa3BuTHI0. COTJIaCHO TaHHOMY 3aKOHY
«uH(popMalroHHas 6€30MaCHOCTb JETE» — ATO COCTOSIHUE 3AIUIIIEHHOCTH, TP KOTOPOM
OTCYTCTBYET PUCK, CBSI3aHHBIN C MPUYMHEHHEM HHOpMalMel Bpesia UX 3I0pPOBBIO U (UITH)
¢buznyecKomMy, ICUXUYECKOMY, TyXOBHOMY, HDABCTBEHHOMY Pa3BUTHUIO.

B cuny ®@enepanbHoro 3akoHa Ne 436-03 nndopmanueii, npuunHsIONIeil Bpea 310POBbIO U
(WIK) pa3BUTHIO JIeTel, IBJISIETCS:

1. undopmarus, 3anpemeHHas Uil pacIpoCTPaHEHUsI CPEAN ACTEH;

2. uH(pOpMAaIHs, paclpoCTpaHEeHHE KOTOPOH OTPaHNYCHO CPEIH JAETEeH ONpeeIeHHBIX

BO3PACTHBIX KaTETOPHIA.

K undopmanuu, 3amnpemeHHo i pacipoCTpaHeHHs CPpein 1eTel, OTHOCUTCS:

4. wHpOpMaIys, MoOYXKIAroIas IeTel K COBEPILICHHIO ACHCTBUH, MPEACTABISIOIINX YIPO3Y
WX )KU3HU U (MJIH) 3710POBBIO, B T.U. IPUYMHEHHIO BPEa CBOEMY 3/I0POBBIO,
caMOyOUHCTBY;

5. CcmocOoOHOCTB BBI3BATh Yy JeTeH jKelaHue YIOTpeOUTh HApPKOTHUECKUE CPE/ICTBA,
MICUXOTPOITHBIE U (WJIN) OAypMaHHUBAIOIIUE BEIIECTBA, TAOauHble U3/IEIH, ATKOTOJIbHYIO
U CIIUPTOCOAEPIKALLYIO TIPOAYKIIHIO, TMBO U HAIUTKHU, U3rOTABIMBAEMbIE HA €T0 OCHOBE;
MPUHATH YYaCTHE B a3apTHBIX UTPaxX, 3aHUMAThCS IPOCTUTYLIHEH, OpPOISKHUYECTBOM
WM MOTIPOIIAHHUYECTBOM;

6. 000CHOBBIBAOIIAS MJIM ONPABAbIBAIONIAS JOMYCTUMOCTh HACHIINS U (MJIN) KECTOKOCTH
1100 moOy>Kaarolias OCyIIECTBIATh HACWIbCTBEHHBIE JICWCTBUS 110 OTHOLICHHUIO K
JIOASIM U )KUBOTHBIM;

7. oTpuuaromas ceMeiHble IIeHHOCTH M (POPMHUPYIOIas HEYBaKEHHUE K POAUTENAM U (MIIN)
JPYTUM YIEHAM CeMbH;

8. ompaabIBaroOIIas MPOTUBOIIPABHOE [TOBEJICHHE;
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9. coxepikalas HeLEH3YPHYIO OpaHb;
10. coneprkanias HHPOPMALUIO TOPHOTPAPHUIECKOTO XapaKTepa.

K undopmanuu, pacnpocrpaHeHne KOTOPOii OTPAHMYEHO CPeH JeTell onpeaeleHHOro
BO3pacTa, OTHOCHTCS:

1. wnH)OpManus, npencTaBisieMas B BUJe N300paKeHUS HITH OTICAHUS )KECTOKOCTH,
¢Gu3n4ecKoro u (MIN) MCUXUIECKOTO HACHIINS, TIPECTYIIICHUS WIH HHOTO
AHTHOOIIECTBEHHOI'O IEHCTBHS;

2. BBI3BIBAIONIAS Y JIETECH CTpax, yXKac WIH MAaHUKY, B T.4. IPEJCTaBIsieMast B BUJIE
M300paKeHMs MITM OTIMCAHUS B YHIIKAIOIIEH YEIOBEUECKOE JOCTOMHCTBO (hopme
HEHACWJIbCTBEHHOM CMepTH, 3a00JIeBaHMsl, CAaMOYOMIICTBA, HECUACTHOTO Clly4asi, aBapuu
WM KaTacTpodbl U (UIIM) UX MOCJIEICTBUM;

3. TmpencrapisiemMasi B BUE H300paKeHUS FITH ONIMCAHUS TTOJIOBBIX OTHOIIEHUH MEXKIY
MYKYMHOU M KEHIIUHOM;

4. coneprkaiias OpaHHbIE CIIOBA U BBIPAKEHUS, HE OTHOCSIIUECS K HEIIEH3ypHOU OpaHu.

C yuetom 3toro Bam npesiaratorcs npaBuia paboTsl B ceTu IHTepHET A7 pa3iIudHbIX
BO3PACTHBIX KaTeropuid, COOIII0/IEHUE KOTOPBIX MMO3BOJIUT 00eCednTh HHPOPMALIMOHHYIO
0€e30MacHOCTh BalllUX JIETEH.

OO61ue npaBuiia sl poauTesei

1. HesaBucumo oT Bo3pacTa peOeHKa HCTOJIb3yHTe TporpaMMHOE 00ecIiedeHHeE,
nomoraroiiee GUIbTPOBaTh U KOHTPOJIUPOBATH HHPOPMAIIMIO, HO HE ToJaraiTech
MOJIHOCTHIO Ha Hero. Bame BHUMaHMe K peOEHKY — TJIaBHBIN METOJ 3aIlIUTHI.

2. Ecnm Bam peGeHOK MMeeT akKKayHT Ha OJTHOM M3 COIMaIbHBIX cepBucoB (LiveJoumal,
blogs.mail.ru, vkontakte.ruu T1.11.), BHUMaTEIbHO U3yUUTE, KAKyI0 HH()OPMAITHIO
MTOMENIAIOT €r0 YYaCTHUKHU B CBOUX MPOodUIIsx u 6jorax, BkiItodas Gororpaduu u BUICO.

3. IlpoBepbTe, ¢ KAKUMHU JPYTMMU CaliTaMU CBsI3aH cOLMaIbHBIN cepBuc Bamiero peGeHka.
Crpannuku Bamero pebenka MOryT ObITh O€30TaCHBIMU, HO MOTYT M COJEPKaTh CChLUIKH
Ha HEe)KeJlaTeJIbHbIE U OMACHbIE CalThl (HapUMep, TOPHOCANT, WM CAalT, Ha KOTOPOM
Jpyr yIIOMHUHAET HoMep coToBoro Tenedona Bamiero pebenka win Bam nomaminuit
azapec)

4. Tloompsiite Bammx aeteit cooOmars 000 BCeM CTpaHHOM WJIM OTTaJIKUBAIOIIUM U HE
CIIMIIKOM OCTPO pPearupyurte, KOrjaa OHH 3TO JeNaroT (13-3a ONaceHUs MOTePATh AOCTYI K
WuTepHeTy eTH He TOBOPAT POAUTENSM O IIpobiiemMax, a TakKe MOTYT HayaTh
MCIO0JIb30BaTh VIHTEpPHET BHE I0Ma U IIKOJIbI).

5. Bbynwte B Kypce cereBoii xku3Hu Bamero pebenka. UnTepecyiitech, KTO UX APY3bs B
WHuTepHeT Tak ke, KaKk HHTEPECYETeCh PEAIbHBIMU IPY3bsIMHU.

Bospact ot 7 1o 8 ner

B UnTepHeTe peGeHOK cTapaeTcs NOCETUTh T€ UM WHBIE CAWThI, @ BO3MOXKHO M YaThl,
paspelIeHre Ha MOCelIeHne KOTOPBIX OH He MOoIy4ni Obl oT poauteneit. [loatomy poautensm
0COOEHHO MOJIE3HBI OYYT T€ OTYETHI, KOTOPbIE PEAOCTABISAIOTCS IPOrpaMMaMH IO
OTpaHMYEHUIO UCTIOJIb30BaHus IHTepHETa, T. €. PoauTenbCKuit KOHTPOJIb UM TO, YTO BbI
CMOXeTe YBUJIETh BO BpeMEHHBIX (aiinax. B pesynbrate, y pedeHka He OyneT OUIyIeHus, 4yTo 3a
HUM BeJIETCS MOCTOSIHHBIM KOHTPOJIb, OJTHAKO, POJUTENN OyyT MO-TIPEKHEMY 3HATh, KaAKHE
CalThI rmocemnaeT ux pedeHokK. JleTy B JaHHOM BO3pacTe 00J1a1al0T CHIIbHBIM 4YyBCTBOM CEMbH,
OHH JIOBEPYMBHI U HE COMHEBAIOTCA B aBTOpUTeTaX. OHU JIIOOAT UrpaTh B CETEBBIE UIPhI U



MMyTCHICCTBOBATD 1O I/IHTepHeTy, HCII0JIb3Y4 JJICKTPOHHYIO ITOYTY, 3aXOJUTh Ha CalThI U YaThl,
HC PCKOMCHAOBAHHBIC POAUTCIIAMMU.

CoseTtnl o 0e3onacHocTu B cetu UHTEepHeT 1J14 AeTeii 78 ser

1.
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10.
11.

12.

13.

14.

Co3zpaiite CMCOK TOMAITHUX MMPaBUII TocelieHus: IHTepHeTa npu yyacTuu AeTeil u
TpeOyiTE ero BHIMOTHEHUS.

Tpebyiite ot Bamiero pedenka co0r01eHIS BpEMEHHBIX HOPM HAaXO0KJICHHS 32
komrnbioTepoM. [lokaxkute pedeHky, uro Bel Habmo1aeTe 3a HUM He MOTOMY 4To Bam
3TO XOYeTCsl, a MoToMy 4To Bbl GecriokonTech 0 ero 6€301macHOCTH U BCETIa TOTOBBI €MY
MIOMOYb.

Komnerotep ¢ noaxmtoueHneM k UHTepHETY AOKEH HaXOIUThCS B 0011l KOMHATE MO/
MIPUCMOTPOM POJUTENEH.

Hcnonb3yiiTe crienuaibHble JETCKUE TOMCKOBBIE MAIIUHBI.

Hcnonw3yiiTe cpencta OJI0KMPOBAHUS HEXKEIATEIILHOTO KOHTEHTA KaK JIOTIOJIHEHHUE K
CTaHJapTHOMY POAMTENbCKOMY KOHTPOJIIO.

Co3znaiite ceMeiHbIN AIEKTPOHHBIN ANTUK, YTOOBI HE TIO3BOJIUTH JIETSIM UMETh
cOoOCTBEHHBIE aJipeca.

BbrokupyiiTe moctym K caiitam ¢ O€CIIaTHBIMU TTOYTOBBIMHU SIITUKAMH C TIOMOIIIBIO
COOTBETCTBYIOIIETO TPOTrPAaMMHOTO 00eCIIeUeHUSI.

[Ipuyuure nereit coBeroBaThesi ¢ Bamu nepen omyonukoBaHreM Kakon-1100
MH(pOpMAIIUK CPEACTBAMHU AIEKTPOHHOMN MOYTHI, YaTOB, PETUCTPAIMOHHBIX (OPM H
npoduiieit.

Hayuaure nereit He 3arpykatb (ailyibl, IpOrpaMMbl WU MY3BIKY 0€3 BaIllero COTJIacus
He pazpemaiite geTsiM UCTIOJB30BaTh CIIY>KObI MTHOBEHHOTO OOMEHA COOOIIICHUSIMH.

B «0Oenbrit» ciucok caidToOB, pa3pelIeHHbIX IS TTOCEIICHHsI, BHOCHTE TOJIBKO CaNThI C
XOPOILIEH permyTaluei.

He 3a0p1BaiiTe OecenoBaTh ¢ AThbMU 00 UX JIpYy3bsix B IHTEpHETE, Kak eciu Obl pedb Ija
0 JPY3bsiX B PEATbHOM KU3HHU.

He nenaiite «taby» U3 BOMPOCOB MOJIOBOM KM3HU, TaK Kak B IHTepHETe JeTH MOTYT
JIETKO HAaTKHYTbCS Ha MOPHOTPadUIO UIH CANTBI «JUISl B3POCIBIX).

[Ipuyunrte Bamero pebenka cooOmmars BaM 0 JIFOOBIX YIpO3ax WU TPEBOTax, CBI3aHHBIX
¢ UnTepHeTrom. OctaBaiTeCh CHOKOMHBIMHM U HATIOMHUTE JIETSM, YTO OHU B
0€30MacHOCTH, €CJIM CaMHU paccKas3alld BaM 0 cBouX TpeBorax. [loxBamute ux u
MIOCOBETYITE MOJAONTH €llle pa3 B MOJAOOHBIX CIyJasX.

Bo3pact gereii ot 9 o 12 ner

B nannom BO3pacTe ACTH, KaK IIPaBUJIO, YK€ HACJIBIIIAHBI O TOM, KaKasa I/IH(i)OpMaI_II/ISI
CYIICCTBYCT B I/IHTepHCTe. COBepH_IeHHO HOPMAJIBHO, YTO OHU XOTAT 3TO YBUACTDH, IIPOYCCTD,
YCJbIIATD. HpI/I 9TOM HYKXHO IIOMHUTD, UTO JOCTYII K HEKCIIATCIIbBHBIM MaTCpHaiaM MOXKHO
JICTKO 336J'IOKI/IpOBaTB IIpH oMo CpcacTB Poaurennckoro KOHTPOJIA.

CoBeTbl 10 0€30IaCHOCTH 1J1 AeTeld oT 9 10 12 Jer

1.

N

CoznaiiTe ciMcoK JOMAIIHUX IPaBWII ocenieHust IHTepHeT pu ydacTuu AeTel u
TpeOyiiTe ero BhINOJIHEHHS.

Tpebyiite ot Bamiero peGenka co6t0€HUS HOPM HaXOKICHUS 32 KOMITBIOTEPOM.
Habnronaiite 3a pebeHKOM MpH padoTe 3a KOMIIBIOTEPOM, MOKaKUTE eMy, 4To Bbl
0eCroKOUTECH O €ro Oe30MaCHOCTH U BCETa FOTOBBI 0Ka3aTh €My MTOMOIIIb.
KomnsioTep ¢ mojkiaroueHueM B IHTepHET JODKEH HaXOAUTHCS B 00MIeil KoMHATe MO/
MIPUCMOTPOM POAUTENEH.



5. Hcnonp3yiite cpencTBa OJIOKUPOBAHUS HEXKENIATEILHOTO KOHTEHTA KaK JIOMOJHEHHE K
cTaHIapTHOMY PoauTennbckoMy KOHTPOJIIO.

6. He 3a0bIBaiiTe mpuHUMATh HEMOCPEACTBEHHOE YIaCTHE B )KU3HU pebeHka 6ece1oBaTh ¢
IeTbMU 00 X JIpy3bsix B HTepHETE.

7. HacrauBaiiTe, 4TOOBI IETH HUKOTAA HE COTJIAIIAINCH HA JIMYHBIE BCTPEUH C APY3bSIMHU IO
HHurepHery.

8. Tlo3BoJsiiiTe AETSAM 3aX0IUTh TOJIBKO HA CAHTHI U3 «OEJIOT0» CIMCKA, KOTOPBIN Co3/1anTe
BMECTE C HUMH.

9. IlpuyuunTe neTeld HUKOTAA HE BBIAABATH JIMYHYIO HH()OPMAIIUIO CPEICTBAMH
AIIEKTPOHHOMU TIOYTHI, YaTOB, CHCTEM MTHOBEHHOTO 0OMEHa COOOIIEHUSIMH,
PETUCTPAITMOHHBIX (DOPM, JIMYHBIX MPO(UIICH U TIPH PETUCTPALIH HA KOHKYPCHI B
HHutepHere.

10. Ilpuyunre gereit He 3arpyx)aTh nMporpammsl 6e3 Bamrero paspemenusi. OObSICHUTE UM,
YTO OHM MOTYT CIy4ailHO 3arpy3uTh BUPYChI WJIU IPYro€ HEXeNaTeabHOe IPOrpaMMHOE
o0ecrieucHue.

11. Co3znaiite Bammemy peGeHKY OrpaHUYEHHYIO YYETHYIO 3allMCh JUIsl pabOThl Ha
KOMITBIOTEPE.

12. Tlpuyunrte Bamrero peGerka coo0ImaTs BaM 0 JIFOOBIX yIpo3ax WA TPEBOTaX, CBI3aHHBIX
¢ UnaTeprnerom. HamomMuute netsiM, 9To0 OHU B O€30TIACHOCTH, €CITM CaMU PacCKaszalid BaM
0 CBOMX TPEBOTaX U OMACEHUSX.

13. PacckaxuTte netsm o nmopHorpaduu B UHTEpHETE.

14. HacrauBaiiTe Ha TOM, YTOOBI JCTH MPEIOCTABIISUIA BaM JOCTYI K CBOEH AJIEKTPOHHON
1o4Te, 4T0ObI Bbl yOEAUIUCH, YTO OHU HE OOILIAIOTCS C HE3HAKOMIIAMH.

15. O0OBsicHUTE AETAM, UTO HEJb3s UCIOJIb30BaTh CETh JUI XYJIUTAHCTBA, PACIPOCTPAHEHUS
CIUIETEH WIH yrpo3.

Bo3pact gereii ot 13 no 17 ner

B stom BO3pacTC NOAPOCTKHU AKTHBHO MCIIOJIB3YIOT IIOMCKOBBIC MAITMHBI, IIOJIB3YIOTCA
3JI€KTpOHHOI>i HOHTOﬁ, CJ'Iy>K6aMI/I MI'HOBEHHOT'O 0OMeHa COO6H.I€HI/I5IMI/I, CKAYMBAKOT MY3BIKY U
(bl/IJ'IBMBI. ManpunkaM B 3TOM BO3pacTe 0oJIBIIIE 110 HpaBy CMETaTh BCC OI'PaHUYCHUA, OHU
KOKAYT Fp}’601"0 IOMOpPAa, a3apTHBIX UT'P, KAPTUHOK «IAJIA B3POCIIBIX)). ]_ICBO‘IKI/I IpEaAIIOYnuTarOT
O6H_IaTI)CSI B 4HaTax, IIpru 3TOM OHHU ropasao Oouee YYBCTBHUTECJIBbHBI K CEKCYAJIbHBIM
JOMOTIaTCJIbCTBaM B I/IHTepHCTe.

3aqaCTy10 B JaHHOM BO3pacCTC pOAUTCIIAM YK€ BECbMaA CJI0OKHO KOHTPOJIMPOBATHE CBOUX z[eTeﬁ,
Tak Kak o0 I/IHTepHCTe OHH YK€ 3HAIOT 3HAYUTCIIBHO 00JIbIIIE CBOUX pO,Z[PITGJ'IGfI. Tem He MCHCC,
HC OTHYCKaﬁTC neTelt B ((CBO6OI[HO€ II1aBaHHEC) I10 I/IHTepHeTy. CTapaﬁTer AKTHUBHO
y4aCTBOBATh B O6H_ICHI/II/I pe6eHKa B I/IHTepHeTe.

Baxno MO-MpPEKHEMY CTPOTO CO6JHOI[8.TB ImpaBujia I/IHTepHeT'6e3OHaCHOCTI/I — COI'JIallICHUC
MCKAY pOAUTCIIAMHA U ICTbMU. KpOMC TOTO, HeO6XOI[I/IMO KaK MO>KHO 4Yall€ IIpoCMaTpuBaThb
OTYETHI O JIEATEILHOCTH JIETEH B I/IHTepHeTe. Cne):[yeT O6paTI/ITL BHHUMAaHHUC Ha HCO6XOI[I/IMOCTB
COJACPKaHUA POAUTCIILCKUX naponeﬁ (naponeﬁ a,Z[MI/IHI/ICTpaTOpOB) B CTPOTrOM CCKPCTEC U
O6paTI/ITB BHUMAaHHEC HA CTPOTr'OCTh 3THUX r[aponeITI.

CoseTtnl o 0e30macHocTH B Bo3pacte ot 13 10 17 et

1. Co3pnaiiTe CITMCOK IOMAITHUX MPaBHJI MOCeIIeHNs IHTepHeTa py y4acTHH MOPOCTKOB
u TpedyiiTe 6€3yCIIOBHOTO €ro BhINOJIHEHUS. OOroBopHuTe ¢ peOEHKOM CIHCOK
3ampeIIeHHbIX CAUTOB («UEPHBIHN CITHCOKY), Yackl paboThl B VIHTEpHETE, PYKOBOJICTBO I10
obmienuto B lHTepHETE (B TOM YHUCIIE B YaTax).

2. KowmmbloTep ¢ oakIoueHHeM K ceTi VIHTepHeT JoKeH HaX0UThCS B O0IIeH KOMHATE.



3. He 3a0bIBaiiTe 6ecenoBath ¢ 1eTbMU 00 UX Ipy3bsix B IHTEpHETE, O TOM, YeM OHU
3aHATHI TAKUM 00pa3oM, OyTO peub HIET O APY3bsX B peasibHOM ku3HU. CrpammBanTe o
JIONISAX, C KOTOPBIMH JIE€TH OOIIAIOTCS MOCPEACTBOM CITY’KO MTHOBEHHOTO 0OMeHa
COOOUICHUAMU, YTOOBI YOSUTHCS, UTO STH JFOAN UM 3HAKOMBI.

4. Hcnomnp3yiitTe cpeacTBa OJIOKMPOBAHUS HEXKEIATEILHOTO KOHTEHTA KaK JIOMOJIHEHHE K
cTaHzapTHOMY PoauTenbckoMy KOHTPOJIIO.

5. HeoOxoanMmo 3HaTh, KAKUMH YaTaMu MOJIB3yIoTcst Bamm netu. [oompsiiite
MCIIOJIb30BaHNE MOACPHPYEMBIX YaTOB U HACTAMBAWTE, YTOOBI IETH HE OOIIAINCH B
[IPUBAaTHOM PEXKUME.

6. HacrauBaiiTe Ha TOM, YTOOBI I€TH HUKOTIa HE BCTPEUAINCH JINYHO C JPY3BbSIMH U3 CETH
HuTepner.

7. TlpuyuuTe AeTei He BbIIaBaTh CBOIO JIMYHYIO HH(POPMALIUIO CPEICTBAMHU SIEKTPOHHOM
MOYThI, YATOB, CUCTEM MTHOBEHHOTO 0OMEHa COOOIIEHUSIMH, PETUCTPALIMOHHBIX (OPM,
JIUYHBIX Mpoduieit 1 npu perucTpai Ha KOHKypchl B IHTEepHETE.

8. Tlpmyuute merelt He 3arpyxaTh mporpammel 6e3 Bamiero paspemieans. OObSICHUTE UM,
YTO OHM MOTYT CIIy4ailHO 3arpy3uTh BUPYChI JIU IPYroe HEeXeNnaTeabHOe IPOrpaMMHOE
obecrnievyeHue.

9. Ipuyunte Bamero pedbeHnka cooOmare BaM 0 JIFOOBIX YTPO3ax UM TPEBOTAX, CBI3aHHBIX
¢ UnaTeprnerom. HamoMuuTe neTsiM, 9T0 OHU B O€30TIACHOCTH, €CJIA CaMU PacCKa3ain
BaM, O CBOMX YIrpo3ax WiM Tpeporax. [loxBanure ux U NOCOBETYHTE NOJAOWUTH €nle pa3 B
MOJAOOHBIX CIyJasiX.

10. Pacckaxute netsm o nmopHorpaduu B MHTepHETE. [lIOMOTHTE MM 3aIIUTHTHCS OT CIIaMa.
Hayuute noapoctkoB He BblgaBaTh B IHTepHETE CBOEr0 peasbHOrO 3JEKTPOHHOTO
azipeca, He OTBEUYaTh Ha HEXeJlaTeJIbHbIE IIMChMa U UCIOJIb30BaTh ClIELUAIbHbIC
MMOYTOBBIC (PHITBTPHI.

11. TlpuyunTte ceOsi 3HAKOMHUTHCS C CATaMH, KOTOPBIE TTOCEIIAIOT TTOAPOCTKH.

12. Hayuute nereii yBaxath npyrux B MaTeprere. Yoeaurech, 4To OHU 3HAIOT O TOM, YTO
IIpaBUJIa XOPOLIETO MOBEICHUS JEHCTBYIOT Be3/ie — Jake B BUPTYaJIbHOM MHUpE.

13. OOBsicHUTE AETAM, UTO HU B KOEM CIIydae Helb3s UCNob30BaTh CeTh I XyJIUTaHCTBa,
pacrpocTpaHeHus CIUIETEH UM YTPO3 APYTUM JIFOASM.

14. O6cynute ¢ MOAPOCTKAMHU IMPOOIEMBI CETEBBIX a3apPTHBIX UT'P U MX BO3MOXKHBII PUCK.
HanomMuuTe, 4To 1€TH HE MOTYT UTPaTh B 3TH UI'PhI COIVIACHO 3aKOHY.

[TocTossHHO KOHTpOIMPYITE Ucnob3oBanue MHTepHera Bamum pedbenkom! DTo He HapylieHHe
€ro JIMYHOTO NMPOCTPAHCTBA, a MEPa IPEIOCTOPOKHOCTH U MposBIIeHUe Barieil poauTenbckon
OTBETCTBEHHOCTH U 3a00THI.

be3onacnocts B UnTEpHETE

Jerckuit Uarepuet "TeipHer" >>
Jlerckuii naHTEpHET OT JlMcHesT >>
ITepcoHanbHBIEAAHHBIC. JICTU
EAMHBIN YPOK

CeTeBUYOK

BeOmanaus
be3onacHOCTE neTell B HHTEPHETE



http://www.tyrnet.ru/
http://safesurfing.disney.ru/
http://персональныеданные.дети/
https://www.единыйурок.рф/
http://www.setevichok.org/
http://web-landia.ru/
https://www.kaspersky.ru/resource-center/preemptive-safety/kids-online-safety
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